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1. Persiapan Awal

Agar Detect Security Threats pada Trend Micro Internet Security anda berjalan dengan baik, ada
beberapa hal yang harus anda lakukan, yaitu:

1. Pastikan Windows yang anda gunakan sudah mendapatkan latest security updates dan service
pack. Anda dapat mendapatkan latest security updates pada windows dengan rutin melakukan
update componen windows.

2. Pastikan produk Trend Micro Internet Security yang anda gunakan sudah menggunakan update
terbaru.

3. Pastikan semua pengaturan yang anda pada menu Trend Micro Internet Security sudah dalam
keadaan On.

2. Melakukan Scanning dan Remove Security Threats

Buka konsol utama pada TIS, Anda akan melihat dua tombol di bawah jendela.
a. Klik Scan Now untuk mulai scan cepat yang dapat mendeteksi dan menghilangkan
perangkat lunak berbahaya dimana biasanya tersembunyi. Dengan mengklik tepi kanan
tombol (ditandai dengan segitiga), Anda juga dapat memilih scan penuh atau kustom
scan. Pilihan ini dengan lengkap akan melakukan scan seluruh komputer untuk ancaman keamanan.
custom scan akan memeriksa file atau folder tertentu.

2.a. SBBBTS——————————————————
Gambar proses Scan in Progress = b
scanning komputer
pada Trend Micro h, MHow checking your computer...
Internet Security — O |
== . Scan type; Guick scan
% Current target: Scanning for Trojan horse programs
Targets checked:
Elapsed time: 0 hrs 0 mins B secs
Results
Potential threats found: ]
Attermpted to fix ]
Mot yet fixed: 1]

Close this window automatically if no threats are found
[ shut down the computer automatically it no threats are found

Pause || Stop || Continue.in the hackground

b. Biarkan proses scanning berjalan sampai selesai. Setelah selesai scanning maka akan muncul
tampilan hasil scanning
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2.b.
Gambar hasil
scanning komputer
pada TIS akan
menampilkan
- Unresolved
Threats
- Resolved
Threats
- Security
Vulnerabili

ty

Trend Micro Internet Security

B U Unresolved Threats (0 items found}

= (%) Resolved Threats (7 items found)

All security threats found have been fixed.

item |status Folder Path:
vy . ChDocuments and
ookl viskilanEa, peobkiensleted Seftingsiuzer GUNDAMLocsl ble virus has heen
Cookie_Cverture Cookie deleted Seftings\Temporary Internet Files\Content JES  afection from spreading.
WETEJSILM,

TROJ_GEM UAEDZ1U Poszible security threat quarar
TROJ_GEN UAED21U Possible security threst uavantined |
TROJ_GEN UAD271% Possible securty threst quarantined
TROJ_GEM UAD271 X Posszible security threat quarantined

TROJ_GEM UAB24 . Poszszible security threat quarantined

Infected file: 9[1] fviewy location)

Threat name:  TROJ GER.UAEQ0Z21U

Type: Genetic

£ | £

+ Ej Security Vulnerabilities Found in the Windows Operating System

2.b.1.

Unresolved
Threats yaitu virus
yang belum
dihapus secara
otomatis oleh TIS

Anda dapat
menghapus
threats/virus
dengan memilih
threats yang
dicurigai kemudian
menekan tombol
Fix Now

Jika anda tidak
ingin
menghapusnya,
pilih Trust
Selected Program

Trend Micro Internet Security

= U Unresolved Threats (5 items found)

Flease decide whatto do ahout the unresolved or possible threat found.

o |Item Details
O] TROJ_GEN UAED21U Possible security threat found | 4 file showing signs of 3 possible infection has been
[ TROJ_GEM JAED21U Possible security threst found found. If possible, please gquarantine or delete this file
[ TROJ_GEN UAD271X Possible security threst found Hght away.
[ TROJ_GENUAD271X Possible security threst found s
ected file: tmp981 exe fvew location)

[ TROJ_GEMUAB24.. Possible sacurity threst found P

Threatname: TRCJ GEN.UAED21U

Type: Generic

2 GetHelp

[ (g‘_:’ Resolved Threats (2 items found)

e @ Security Vulnerabilities Found in the Windows Operating System
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2.b.2.

Gambar
Unresolved
Threats yang sudah
berhasil di remove

Semua Threats
yang sudah di
removed akan
dipindahkan ke
virus Quarantine

Trend Micro Internet Security

= U Unresolved Threats {0 items found)

Flease decide whatto do ahout the unresolved or possihle threat found.

o | | status |

Details

Trend Micro Internet Security g|

Threats successfully removed: 5

3 (§) Resolved Threats (7 items found)

+ @ Security Vulnerahilities Found in the Windows Operating System

2.b.3.

Pada main console
TIS Pilih Virus and
Spyware Control >
Quarantine.
Quarantine

Adalah tempat
karantina untuk
threats, sehingga
tidak bisa menyebar
atau menyerang
komputer lagi. Pilih
Add untuk
menambabh file yang
mau di karantinakan
lagi. Pilih Clean
untuk membersihkan
file yang telah
terinfeksi. Pilih
Restore untuk
mengembalikan file
yang dikarantina ke
tempat asalnya
semula. Pilih Delete
untuk menghapus
file yang
dikarantina.

"Spyweare! Quarantine | | Trojan Horse Guarantine |

The ¥irus Quaranting isolates files infected with wiruses. Click Add to move & file on your computer into the
guatantine. To disinfect files selected frorm the list, click Clean. To move selectad files back to their otiginal
locations, click Restore. Click Delete to remove selected files from your computer permanently.
add...| [ieana| | |
Hame v |[Iate Quarantined |File Location Status
tmpd81 exe 2010/06/29 13:34 ChDocuments and Seftingswser GUNDAM\Local Settin... Virus Found
A0017228 exe 2010/06529 13:34 CSystem Yolume Informstion'_restore{FEBA2343-FA... Virus Found
A0016102.exe 2010/06/29 13:34 CSystem Yolume Informsation’,_restore{FEBA2343-FA... Virus Found
A0014867 exe 2010/06529 13:34 CSystem Yolume Informstion'_restore{FEBA2343-FA... Virus Found
ar] 201006529 1354 ChDocuments and Settingswzer GUNDAMLocal Settin... Virus Found
£ >
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2.c.

Resolved Threats
yaitu Threats/virus
yang sudah
berhasil di deleted
secara otomatis
oleh TIS

Trend Micro Internet Security

] u Unresolved Threats (5 items found)
E] @ Besohved Threats (2 items found)

All security threats found have heen fixed.

ttem |status Details

Cookie_YieldManag... Cookie deleted

Cookie_Overture Cookie deleted pratect your privacy and security.
Threat name: Cookie YieldManager
Risk: Medium

Tyne: YWeh browser cookie

£ | £

=+ @ Security Yulnerabilities Found in the Windows Operating System

This web browser cookie has been deleted to help

Close.
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2.d.

Security
Vulnerability
Found I nthe
Windows Os
adalah laporan
mengenai kondisi
OS Windows yang
belum di update.
Item ini akan
menampilkan item
terbaru yang belum
di update pada
windows.

Pilih update
windows untuk
melakukan update
windows secara
automatic, pilih
view details untuk
melihat link
download untuk
kode update yang
dibutuhkan

Trend Micro Internet Security - X

| U Unresolved Threats (5 items found)
= (¥ Resolved Threats (2 items found)

= @ Security Vulnerahilities Found in the Windows Operating System

Microsoft regularly announces new updates to fix security problems discovered in Windows. To learn more ahout an itern
onthe list, select it and click View Details. Click Update Windows to get the latest repairs.

| Update Windows ||

yiew Digtails |

Rizk Microsoft Security Bulletin | Description “_

Il Critical  MS04-028 Buffer Owerrun in JPEG Processing (G0 Could Allow Code Execution (§33957)
Il Critical  MS04-038
' Important MS04-044

Cumulstive Security Update for Internet Explorer (334707
“ulmerahbility in WiordPad Could Lllow Code Execution (885836)
I cCritical  MS04-043 Wulnerahility in HyperTerminal Could Allowe Code Execution (573339)
Ml Important MS04-044
Il Critical  M=05-001
Il mportant MS05-007
' Important MS05-008 Yulnerability inWWindows Shell Could Allow Remote Code Execution (390047 w
£ |

“ulnerabilties inWindowes Kernel and LEASS Could Allowy Elevation of Privilege [
“ulnerability in HTML Help Could Allowy Code Execiution
“Yulnerability in Windows Could Sl Informstion Disclosure (8853020

* Jika mengalami masalah pada saat Detect and Remove Security Threats pada Trend Micro Internet

Security, segera laporkan keluhan anda ke support@ampsecuretech.com.
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